
Data Processing Addendum 

This Data Processing Addendum (“DPA”) supplements and is incorporated into the Terms of Use or such 
other agreement (the “Agreement”) between Aigeon, LLC (“Provider”) and you (“Publisher”) (each a 
“Party” and together, the “Parties”). To the extent of any conflict, the terms of this DPA take precedence 
over the Agreement with regard to the subject matter herein. The Parties represent and warrant that they 
have all authority, and have taken any steps legally necessary, to lawfully enter into this DPA and perform 
their obligations hereunder. The Parties are deemed to have signed this DPA by Publisher agreeing to the 
Terms of Use or by signing a Master Services Agreement with Provider. Publisher and Provider agree as 
follows: 

1.          ​ Definitions. For purposes of this DPA: 

a.  ​ “Data Protection Laws” means all applicable U.S. state and federal laws, regulations, 
and other legal or self-regulatory requirements relating to privacy, data protection, data 
security, breach notification, or the Processing of Personal Data, including without limitation, 
to the extent applicable, the California Consumer Privacy Act, Cal. Civ. Code § 1798.100 et 
seq., as amended and including its regulations (“CCPA”), the Colorado Privacy Act and 
related regulations, the Connecticut Data Privacy Act, the Oregon Consumer Privacy Act, the 
Texas Data Privacy and Security Act, the Utah Consumer Privacy Act, and the Virginia 
Consumer Data Protection Act. For the avoidance of doubt, if the Parties’ Personal Data 
Processing activities are not within the scope of a given Data Protection Law, such law is not 
applicable for purposes of this DPA. 

b. ​ “Data Subject” means an identified or identifiable natural person to whom Personal Data 
relates, and is deemed to also refer to “consumer” as defined in Data Protection Laws. 

c.  ​ “Personal Data” includes “personal data,” “personal information,” “personally identifiable 
information,” and analogous terms, as defined by applicable Data Protection Laws, that 
Provider Processes to provide the Services. 

d. ​ “Process,” “Processing,” “Processed,” or any derivation thereof mean any operation or 
set of operations performed on Personal Data or on sets of Personal Data, whether or not by 
automated means, such as collection, recording, organization, creating, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination 
or otherwise making available, alignment or combination, restriction, erasure, or destruction. 

e. ​ “Publisher Property” means any mobile application, website or other service or 
communication channel owned or operated by Publisher. 

f.  ​ “Services” means the services Provider performs on behalf of Publisher pursuant to and 
as described in the Agreement. 

g.  ​ The terms “Business,” “Controller,” “Processor,” “Service Provider,” and “Third Party” 
are defined as in Data Protection Laws. “Controller” is deemed to also refer to “Business,” 
and “Processor” is deemed to also refer to “Service Provider.” 

2.          ​ Roles of the Parties; Scope, Purposes, and Duration of Processing. 

a.  ​ Where Provider Processes Personal Data received or collected from or through a 
Publisher Property for purposes of its “Managed Services” or “Supply Side” Platforms, i.e., 
solely for purposes of connecting a Publisher Property to another data or advertising platform 
(and in no event to provide a cross-contextual advertising or ad delivery service), Provider 
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acts as a Processor of Personal Data obtained from a Publisher Property, and Publisher acts 
as a Controller of such Personal Data. 

b. ​ Where Provider employs Personal Data received or collected from or through a Publisher 
Property for purposes of operating its “Nova” platform, i.e., to combine or co-mingle such 
Personal Data with Personal Data from third parties to improve and optimize ad performance 
on the Provider ad delivery platform, each Party is an independent Controller of any Personal 
Data in its possession and/or control, including any Personal Data received or collected from 
the other Party (provided that for purposes of the CCPA, Publisher is a Business and Provider 
is a Third Party).  

c.  ​ This DPA applies to all Personal Data that Provider Processes on Publisher’s behalf to 
provide the Services. To the extent that Publisher is the Controller of Personal Data, Provider 
is its Processor. To the extent that Publisher is a Processor of Personal Data, Provider is its 
subprocessor. Each Party is responsible for complying with the obligations under Data 
Protection Laws that are applicable to it in its role. 

d. ​ To the extent Provider is a Processor, the provisions and obligations set forth in Section 3 
apply.  To the extent the parties are independent Controllers, the provisions and obligations 
set forth in Section 4 apply. 

3.          ​ Provisions in Effect Where Provider is a Processor of Personal Data Received from 
Publisher.  Provider is a Processor of Personal Data received from Publisher, the following shall 
apply: 

a.  ​ Provider will Process Personal Data in compliance with Data Protection Laws, on 
Publisher’s behalf, and pursuant to Publisher’s written instructions as contained in the 
Agreement and this DPA, and any other written instructions Publisher issues to Provider. For 
the avoidance of doubt, Provider will Process Personal Data solely to provide the Services to 
Publisher under the Agreement for the specific business purposes enumerated in the 
Agreement. Provider will promptly notify Publisher if Provider determines that (i) it can no 
longer meet its obligations under this DPA or Data Protection Laws or (ii) in Provider’s 
opinion, an instruction from Publisher infringes Data Protection Laws. 

b. ​ Provider will Process Personal Data as long as necessary to provide the Services and 
comply with laws applicable to Provider. 

c.  ​ Publisher warrants and represents that its instructions to Process Personal Data comply 
with Data Protection Laws. Publisher shall be solely responsible for the accuracy and legality 
of the Personal Data and for ensuring it has an appropriate lawful basis and right to enable 
the Processing of Personal Data pursuant to the terms of the Agreement and this DPA. 
Publisher specifically acknowledges and agrees that its use of the Services will not violate the 
rights of any Data Subject. 

d. ​ In no event will Publisher configure the Services to collect, or otherwise cause Provider to 
Process, Personal Data that is beyond the scope set forth in this DPA. In particular, Publisher 
shall not instruct or cause Provider to process any Personal Data that is designated as 
“sensitive” under Data Protection Laws. 

e. ​ To the extent required by Data Protection Laws, Provider will provide Publisher with 
reasonable assistance for the fulfilment of Publisher’s obligations under Data Protection 
Laws, including without limitation Publisher’s obligation to (a) respond to requests by Data 



Subjects or their lawful representatives to exercise their rights under Data Protection Laws 
regarding their Personal Data; (b) perform any required data protection impact assessment of 
Processing or proposed Processing of Personal Data; and (c) consult with regulatory 
authorities regarding Processing or proposed Processing of Personal Data, including any 
applicable obligation on Provider to consult with a regulatory authority regarding Provider’s 
Processing or proposed Processing of Personal Data. Provider will promptly notify Publisher 
of any Data Subject request regarding Personal Data that Provider Processes on Publisher’s 
behalf, and will await written instructions from Publisher on how to assist in responding, 
provided that Provider may respond solely to direct the Data Subject to contact Publisher 
about the request.  

f.  ​ To the extent that the CCPA applies to Provider’s Processing of Personal Data: 

i. ​ Provider will not (1) retain, use, or disclose Personal Data outside of the direct 
business relationship between Publisher and Provider, or for any purpose (including 
any commercial purpose) not set forth in this DPA, or (2) “sell” or “share” Personal 
Data, as such terms are defined in the CCPA. 

ii. ​ Provider will (1) comply with all applicable sections of the CCPA, including by 
providing the level of protection required by the CCPA to Personal Data subject to the 
CCPA, and (2) comply with any applicable restrictions under the CCPA on combining 
Personal Data with personal data that Provider receives from, or on behalf of, another 
person or persons, or that Provider collects from any interaction between it and any 
individual. 

iii. ​ Publisher may take reasonable and appropriate steps to (1) ensure that Provider 
Processes Personal Data in a manner consistent with the CCPA, and (2) upon notice, 
stop and remediate Processing of Personal Data that Publisher has not authorized in 
its written instructions to Provider in the Agreement, this DPA, or other written 
instructions. 

g.  ​ Provider will (i) implement appropriate administrative, technical, physical, and 
organizational measures to protect Personal Data, taking into account the nature, volume, 
and scope of the Personal Data being Processed; (ii) ensure that the persons it authorizes to 
Process Personal Data have committed themselves to confidentiality or are under an 
appropriate statutory obligation of confidentiality; and (iii) not attempt to re-identify any 
de-identified or anonymous data provided to it by Publisher. 

h. ​ Provider will notify Publisher of any accidental or unlawful acquisition, destruction, loss, 
alteration, unauthorized disclosure of, or access to, Personal Data (“Security Breach”) 
without undue delay after becoming aware of such Security Breach. Provider will comply with 
the Security Breach-related obligations directly applicable to it under Data Protection Laws 
and will assist Publisher in Publisher’s compliance with its Security Breach-related 
obligations, including without limitation by taking steps to mitigate the effects of the Security 
Breach and reduce the risk to Data Subjects whose Personal Data was involved, and by 
providing information about the Security Breach upon Publisher’s reasonable request. 

i.   ​ Publisher acknowledges and agrees that Provider may engage third parties to Process 
Personal Data to provide the Services (such third parties being “Subprocessors”) and 
authorizes Provider to do so, subject to the following terms. 



j. ​ Where Provider sub-contracts any of its rights or obligations concerning Personal Data to 
a Subprocessor, Provider will (1) take steps to select and retain Subprocessors that are 
capable of maintaining appropriate privacy and security measures to protect Personal Data 
consistent with applicable Data Protection Laws; and (2) enter into a written agreement with 
each Subprocessor requiring it to comply with obligations at least as protective as those 
imposed on Provider under this DPA. 

4.          ​ Provisions in Effect Where Each Part is an Independent Controller Processor of 
Personal Data Received from Publisher. Where Provider is an independent controller of 
Personal Data received from Publisher, the provisions set forth in Appendix 2 hereto shall apply. 

5.          ​ Return or Destruction of Personal Data. Except to the extent required otherwise by 
Data Protection Laws, Provider will, at the choice of Publisher, return to Publisher and/or securely 
destroy all Personal Data upon (a) written request of Publisher or (b) termination of the 
Agreement. Except to the extent prohibited by Data Protection Laws, Provider will inform 
Publisher if it is not able to return or delete Personal Data. 

6.          ​ Indemnification and Limitation of Liability. To the extent permitted by Data Protection 
Laws, the Parties will indemnify each other, and their liability will be limited as provided in the 
Agreement. 

7.          ​ Survival. The provisions of this DPA survive the termination or expiration of the 
Agreement for so long as Provider or its Subprocessors Process Personal Data.  

 
  



 

Appendix 2 to DPA (Controller to Controller Terms) 
  
This Data Processing Addendum (“DPA”) supplements and is made part of the Terms of Use or such 
other agreement (the “Agreement”) between Aigeon, LLC (“Company”) and you (“Publisher” and 
together with Company, the “Parties”) and is hereby incorporated into the Agreement. In the event of any 
conflict, the terms of this DPA shall take precedence over the Agreement with regard to the subject matter 
herein. By entering into the Agreement, the Parties represent and warrant that they have all authority, and 
have taken any steps legally necessary, to lawfully enter into this DPA and perform their obligations 
hereunder. Capitalized terms used but not defined herein have the meaning given such terms in the 
Agreement. 
  
1.          Definitions. As used in this DPA: 

a.  ​ “Business,” “Business Purpose,” “Commercial Purpose,” “Consumer,” 
“Controller,” “Cross Context Behavioral Advertising,” “Deidentified,” “De-identified 
Data,” “Personal Information,” “Processor,” “Sale,” “Sell,” “Service Provider,” “Share,” 
“Sharing,” “Targeted Advertising” and “Third Party” have the meanings ascribed to 
them in Data Protection Laws. “Controller” also refers to a “Business” unless otherwise 
specified. 
b. ​ “Data Breach” means any accidental or unlawful acquisition, destruction, loss, 
alteration, unauthorized disclosure of, or access to, Personal Data. 
c.  ​ “Data Protection Laws” means all state and federal U.S. laws and regulations 
regarding privacy, data protection, and security, to the extent applicable to each Party’s 
activities under this DPA, including, without limitation, the California Consumer Privacy 
Act of 2018 (together with its amendments and regulations, the “CCPA”); the Virginia 
Consumer Data Protection Act; the Colorado Privacy Act; Connecticut’s Act Concerning 
Personal Data Privacy and Online Monitoring; each as amended and updated from time 
to time and together with its implementing regulations. 
d. ​ “Personal Data” means Publisher Data that directly or indirectly identifies a 
Consumer and includes “personal data,” “personal information,” and analogous terms, as 
defined by applicable Data Protection Laws. 
e. ​ “Process” and its cognates “Processing,” “Processed,” etc. mean any 
operation or set of operations performed on Personal Data or on sets of Personal Data, 
whether or not by automated means, such as collection, recording, organization, creating, 
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making available, alignment or combination, 
restriction, erasure, or destruction. 

2.         Roles and Obligations of the Parties 
a.  ​ Each Party is a Controller of Personal Data Processed under the Agreement and 
this DPA; provided that, for purposes of the CCPA, Publisher is a Business and Company 
is a Third Party. 
b. ​ Each Party will comply with all requirements under Data Protection Laws 
applicable to it as a Controller and is solely responsible for its own compliance. However, 
each Party will cooperate with the other Party as reasonable or necessary to assist the 
other Party in meeting its obligations under Data Protection Laws and this DPA, including 
on the other Party’s written request. 
c.  ​ Each Party represents and warrants that it has taken all steps necessary to 
provide Personal Data to, or receive Personal Data from, the other Party as contemplated 
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under the Agreement in compliance with Data Protection Laws. In particular, Publisher 
represents and warrants that it has provided any required notice to, obtained any 
required consent from, all Consumers whose Personal Data Publisher provides to 
Company or directs Company to Process. 
d. ​ A Party shall not perform its obligations under the Agreement or this DPA in such 
a way as to cause the other Party (where such other Party is otherwise in compliance 
with Data Protection Laws) to breach any of its obligations under Data Protection Laws. 
e.  ​ The Parties acknowledge that a Party disclosing Personal Data (“Disclosing 
Party”) makes such Personal Data available to the other Party (“Receiving Party”) for 
the purposes set forth in the Agreement, and the Receiving Party shall only Process 
Personal Data for those purposes. 
f. ​ Each Party shall: 

i. ​ Publish a legally sufficient notice making all disclosures to Consumers 
that are required under Data Protection Laws in order for the Party to Process 
Personal Data as contemplated under the Agreement and this DPA in 
compliance with Data Protection Laws. 
ii. ​ Keep appropriate documentation of its Processing activities and its 
compliance with Data Protection Laws and this DPA. 
iii. ​ Implement appropriate technical and organizational measures to ensure 
a level of security appropriate to the risks presented by its Processing of 
Personal Data (including, for the Publisher, in relation to Publisher’s digital 
properties), in particular to protect the Personal Data against a Data Breach. 
​iv. ​ Take all the measures reasonably necessary to address any Data Breach 
relating to the Personal Data it processes, mitigate its effects, reasonably act to 
prevent a recurrence of such Data Breach, and when legally required, notify any 
relevant government entities or regulators and/or the affected Consumers. 
v. ​ Handle in accordance with Data Protection Laws any Consumer request 
or complaint it receives, in particular requests by Consumers to exercise their 
rights under Data Protection Laws, including the rights of access, correction, or 
deletion, the right to withdraw consent, and the right to opt out of the Sale, 
Sharing, or Processing for purposes of Targeted Advertising of the Consumer’s 
Personal Data. Each Party shall inform the other Party without undue delay if it 
receives a Consumer request or complaint related to the other Party’s 
Processing activities. 

g.  ​ To the extent that Company Processes Personal Data subject to the CCPA: 
i. ​ Company shall Process Personal Data only to perform the Services as 
set forth in the Agreement and for any other business purpose permitted under 
Data Protection Laws. 
ii. ​ Company shall comply with all provisions of the CCPA applicable to it, 
provide Personal Data with the level of protection that the CCPA requires of 
Businesses, and notify Publisher without undue delay if Company determines 
that it can no longer comply with the CCPA. 
iii. ​ Publisher may take reasonable and appropriate steps to (1) ensure that 
Company Processes Personal Data in a manner consistent with Publisher’s 
CCPA obligations and (2) stop and remediate Processing of Personal Data not 
authorized under the Agreement or this DPA. 

  
3.          Restricted Processing Signals 

a.  ​ For purposes of this section: 



i.     ​ “Advertising Purposes” means all Restricted Purposes in addition to (1) 
activities that constitute Targeted Advertising or Cross-Context Behavioral 
Advertising under Data Protection Laws, including any Processing that involves 
displaying advertising to a Consumer that are selected based on the 
Consumer’s cross-context behaviors, and (2) creating or supplementing user 
profiles for such purposes. 
ii.     ​ “Disclosing Party” means the Party disclosing or making available 
Personal Data to the other Party. 
iii.     ​ “Receiving Party” means that Party receiving Personal Data from the 
Disclosing Party. 
iv.     ​ “Restricted Processing Signal” means any flag or signal indicating that 
a Consumer has opted out of the Sale, Sharing, or Processing for purposes of 
Targeted Advertising of their Personal Data, including without limitation the 
flags or signals sent through the IAB CCPA Compliance Framework, Global 
Privacy Platform, or other signaling system agreed to by the Parties. 
v.     ​ “Restricted Purposes” means advertising-related Processing that 
qualifies as a Business Purpose under CCPA,  which includes first-party 
advertising, contextual advertising, advertising or marketing services that do 
not include Cross-Contextual Behavioral Advertising, Targeted Advertising, or 
profiling, internal research, frequency capping, measurement, auditing, security 
and integrity, debugging,  fraud detection and prevention, and ensuring and 
measuring viewability, each only to the extent such activity (1) is permissible for 
a Processor to perform under the applicable Data Protection Laws; and (2) 
does not result in a Sale or Sharing of Personal Data or constitute Processing 
of Personal Data for Targeted Advertising purposes. 

a.  ​ The Parties will cooperate to ensure that Publisher can transmit, and Company can 
receive, Restricted Processing Signals. 
b. ​ Publisher will transmit Restricted Processing Signals to Company in a manner that 
ensures Publisher is honoring Consumers’ rights to opt out of the Sale, Sharing, or use for 
Targeted Advertising of their Personal Data. 
c.  ​ If a Restricted Processing Signal is present, the Receiving Party will not facilitate or 
engage in any Processing that is not for Restricted Purposes, including any Cross-Context 
Behavioral Advertising, Targeted Advertising, profiling, or otherwise Selling any Personal Data 
associated with such Restricted Processing Signal. 
d. ​ Provided that no Restricted Signal is present, Disclosing Party makes Personal Data 
available to receiving Party only for Advertising Purposes. Receiving Party will Process Personal 
Data only for such Advertising Purposes, in a manner consistent with Data Protection Laws and 
in accordance with its obligations and any restrictions in the Agreement. 
e. ​ Notwithstanding the foregoing (or any provision herein) Publisher shall not provide 
Company with any Personal Information contrary to any user preference signal or request, 
including any “opt out” or “deletion” signal or request. 

  
4.        Updates. Company may update this DPA to account for changes in Data Protection Laws 
concerning privacy or data security, or changes in the legal landscape based on enforcement or guidance 
related to Data Protection laws (“Updates”), and provided Company shall not materially reduce its 
obligations hereunder or materially impact Publisher’s obligations hereunder, such Updates will apply to 
this DPA automatically as of the date such Updates are posted. 
 


